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In the decision-making process people pay more attention to the size of the effects of different results than their probability. Risks, scope and conditions of their occurrence are so individual and varied, that to date there are no established concept, suitable for all occasions. But serious techniques were developed, focused on different subject areas, and there is extensive experience of organizations-developers of these techniques. Risk management is the identification, assessment, and prioritization of risks (defined in ISO 31000 as the effect of uncertainty on objectives, whether positive or negative) followed by coordinated and economical application of resources to minimize, monitor, and control the probability and/or impact of unfortunate events or to maximize the realization of opportunities. Risks in the projects should be understood broadly - as any event or condition which can have positive or negative influence on the outcome of the project.
Risk management helps to achieve trade-offs between risks and opportunities. Market competition, the development of IT and other factors can make working on the project team to change plans and decisions in the middle of a project.
Different methodologies have been proposed to manage IT risks, each of them divided in processes and steps. Several risk management standards have been developed with the participation of Project Management Institute, the National Institute of Science and Technology, actuarial societies, and ISO standards. Methods, definitions and goals widely vary according to the fact whether the risk management method is in the context of project management, security, engineering, industrial processes, financial portfolios, actuarial assessments, or public health and safety.
As part of Microsoft Solutions Framework (MSF, the methodology of software development from Microsoft) there is a section of risk management. Risk management methodology MSF, born in the software development process, provides a record of all project elements.
Methodology OCTAVE (Operationally Critical Threat, Asset and Vulnerability Evaluation) was developed at the Institute of Software Engineering at Carnegie Mellon University and provides information for the active involvement of the owners of the information in the process of identifying critical information assets and associated risks.
Methodology CRAMM (CCTA Risk Analysis and Management Method) developed by the British Central Computer and Telecommunications Agency in 1985 and is used for both large and small organizations, government and commercial sector.
Methodology CORAS, using technology to UML, developed within the framework of Information Society Technologies. Its essence consists in the adaptation, refinement and combination of such methods of risk analysis as Event-Tree-Analysis, Markov chain, HazOp and FMECA.
The purpose of risk management is to maximize their positive influence, at the same time minimizing the associated negative factors. Risk management helps to achieve trade-offs between risks and opportunities.
The strategies to manage risk include transferring the risk to another party, avoiding the risk, reducing the negative effect of the risk, and accepting some or all of the consequences of a particular risk.
Because risk is strictly tied to uncertainty, Decision theory should be applied to manage risk as a science, i.e. rationally making choices under uncertainty.
Generally speaking, risk is the product of likelihood times impact (Risk = Likelihood * Impact).
The measure of a IT risk can be determined as a product of threat, vulnerability and asset values:
Risk = Threat * Vulnerability * Asset
So the company's experience and borrowing principles of different methodologies of risk management can develop the important rules for the integration of risk management in IT projects, preventive and project participants oriented for active risks combat, and this increases the chances of project success.


